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Executive Summary

Data sets being managed by modern IT organizations continues to grow at exponential rates. The amount of
datarequired for analytics and virtualinfrastructures is staggering. And, as organizations become more
dependent on their data, hackers are creating more sophisticated ways to attack that data for both
destructive and monetary purposes. For these reasons and more, an organization’s backupinfrastructure is
very much mission-critical.

As businesses strive to become more competitive, many are expected to do more with less staff. This means
reliable, automated backup infrastructures that can be easily managed are critical for any successful
business. For decades, Quantum has been a leader in providing successful businesses the solutions and
knowledge needed tocreate their robust backup infrastructures.

This reference architecture describes one such solution, based on Quantum ActiveScale™ with Veeam
Backup and Replication 11 (VBR). The reference architecture was verified by successfully completing the
required testing defined by Veeam as part of the Veeam Ready program.

Objectives

The objectives of this paper are:

1. Articulate the importance of arobust backup infrastructure

2. Presenta general, scalable backupinfrastructure based on ActiveScale and VBR

3. Describe the components that make up the solution stack

4. Demonstrate that ActiveScale performs as expected when configured as Scale Out Backup
Repositoryfor VBR

5. Articulate a reference architecture that is suitable for a combined ActiveScale/VBR solution

6. Demonstrate the reference architecture is valid by performing various validation activities

7. Document additional guidelines, tips, and best practices to maximize success

The Need for Backup

A robust backup infrastructure is fundamental data protection for all organizations. Primary data is
protected by creating and storing a copy of that data on a separate medium. The objective is to ensure the
backup copy can be recovered in the event of a primary data failure.

There are numerous reasons primary data can fail. For example, data failures can be a result of hardware or
software failures, data corruption, or a human-caused event, such as a malicious attack (virus, malware,
ransomware, etc.), or simply accidental data deletion. Maintaining Backup copies allows an organization to
restore a data set from an earlier point in time to quickly recover from a primary data failure.

Storing the copy of the data on a durable medium, safely and separate fromthe primary data, is critical.
Object storage, withits extreme level of durability and favorable economics, has become the medium of

Quantum. :

R

——
= ‘,“\-‘\\t\\

T
— e DN
’ T
—T

==
—~—




Quantum and Veeam Reference Architecture

choice in a high-performance backup infrastructure. Quantum ActiveScale not only provides the durability
and performance required, but advancedfeatures such as Versioning and Object Lock for enhanced
protection against malicious ransomware attacks.

Solution Overview

Data Centersareincreasingly becoming a collection of virtualized servers. VBR seamlesslyintegrateswith hypervisors
to backup thesevirtualservers without the need to deploy backup client software on those servers. It does this by
using the hypervisor APlto create snapshots of the virtual server’s disks, and then create the backup files fromthe
snapshot. The primary advantage of this approach is that the backup is transparent to the virtualized servers,
therefore, they do not experience backup processes overhead.

Quantumunderstand the importance of havinga robust backup infrastructure for the virtualized data center. The
Quantum Solutions Team has created, deployed, and tested this reference architecture to ensure overall reliabilityand
integrity.

The solution describedin this reference architecture is easily scalable, both up and out, without the needto rebalance
storage. VBR has been certified by Quantum as beingable to leverage ActiveScale’s object-lock feature for enhanced
ransomware protection. When backups are created, VBR will offload those backups from more expensive primary
storage to ActiveScale basedon userdefined parameters. ActiveScale becomes the permanent storage repository for
all butthe mostrecentbackups. Inthe eventarestore is needed fromthese archived backups, whether itbe an
individual file or an entire data center, VBR will restore directly from ActiveScale eliminating the need to rehydrate the
backupsto the primary storage.

Technology Summary

The table below lists the technology components that make up the ActiveScale/VBR reference architecture
outlined in this document. The paragraphs that follow the table provide more detail on the function of these
components in the solution.

Technology Version

Quantum ActiveScale Version 5.7 or higher
Quantum ActiveScale Model P100E3 or larger
VMware ESXi Version Although ESXi 6.5 was used in the deployment of

this reference architecture, any hypervisor
supported by Veeam is suitable.
Veeam Backup and Replication 11

About ActiveScale

With data quickly becoming the most valuable assetfor many enterprisesand critical for business survival,
Quantum’s ActiveScale is emerged as a preferred platformfor long term secure storage intoday’s backupand
archiving environments. The ActiveScale product line delivers flexible scalability, from a few hundred terabytes
to hundreds of petabytes. ActiveScale’sadvanced features, such as Dynamic Data Placement and Dynamic
Data Repair, simplify the deployment and management of the environment today andinto the future.

Quantum.
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About Veeam

Veeam Backup & Replication delivers Availability for ALL workloads — virtual, physical, and cloud — from a
single management console, extending Veeam’s leadership position from being the best for VMware
vSphere and Microsoft Hyper-V to #1 Availability for any app, any data on any cloud. It allows customers to
completely get rid of legacy backup forever and brings backup and replication togetherinto a single
software solution.

Reference Architecture

Veeam uses ActiveScale as a Scale Out Backup Repository (SOBR). When a backup is performed, it resides on
a primary backup repository for a period of time. Rules are created that define how many and how long
backups should reside in the primary repository. After meeting user-defined rules, these backup sets are
copied to the scale out repository (ActiveScale). Once backups are safely writtento ActiveScale, the VBR
rules engine, based on user-defined parameters, willautomatically purged from the primary repository
either immediately, after a user-defined number of days, or the user can choose to not purge the backups
from the primary repository at all.

Backup Server

Veeam
Backup Client Backup Client Backup Client B"“CkluF’ and Backup Client Backup Client
Replicati
Applications Applications Applications eplication Applications Applications
[ o5 |

Backup Client

Applications

Virtual Infrastructure Virtual Infrastructure

PCl pass-through device
(as appropriate for

PCl pass-through
device (Ethernet)

2x10Gb
Ethernet

selected performance tier) ////
I—»m S S S
= 7
A Ve
Performance Tier 6x10Gh —p ,///
Quantum DXi®, Ethernet //// X ;
Qxs™, or similar ’////
’/ / / / Offsite Copy
ActiveScale

Scale-Out Tier

Quantum ActiveScale™ Replication or 3-Geo

Network Requirements

Access tothe ActiveScale S3 APl is achieved by connecting to any one of several network interfaces. This is
known as providing multiple end points and enables ActiveScale to support many thousands of parallel
requests tothe ActiveScale name spaces. Veeam however does not support multiple end points for any
single object-based backup repository. For best performance, when configuring multiple object-based
backup repositories, define them using different ActiveScale end points to minimize network congestion.
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Quantum Configuration
ActiveScale Configuration

There are no special ActiveScale configuration considerations. Veeam however, will not create a bucket. The
bucket(s) to be used by Veeam, must be createdin advance using the ActiveScale GUI or any of a number of
S3 tools that can create a bucket.

Note that when using VBR withimmutability, object lock must be enabled on the bucket. When not using
VBR immutability, object lock must not be enabled on the bucket.

Creating Buckets in ActiveScale

1. From ASView, select Create Bucket.

% Qu a nt UM, ActiveScale View

@ Object Storage
Buckets Users

. File Storage 16 0

& MyAccount Type a prefix to search for buckets Q, Search @ Create Bucket

Bucket Name4
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2. Enterthe desired bucket name.

Create New Bucket

Bucket Name @
veeam-sobr
Versioning ©
[ Keep multiple versio f an object in the same bucket
Object Lock &

Allow objects in this bucket to be locked
Object lock requires bucket versioning to be enabled

Default retention period: @

Years) O Day(s)

Cancel |EMEEE

3. Ifthe bucket is to be use with the VBR immutability feature
a. Enable Versioning

b. Enable Object Lock
c. Ensure s default retention period is not specified

Create New Bucket

Bucket Name @

veesam-sobr

Versioning ©

Keep multiple versions of an object in the same bucket é—
Object Lock @

Allow objects in this bucket to be locked é—

[ Default retention period: @
Year{s) |0 Day(s)

Cancel |E®EEIE
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4. Select Createtocomplete the Create New Bucket wizard.

Create New Bucket

Bucket Name @

veeam-sobr
Versioning ©

Keep multiple versions of an object in the same bucket

Object Lock ©
Allow objects in this bucket to be locked

[ Default retention period: @

5. Confirm bucket properties by selecting the newly created bucket is ASView.

\
x Quantum ActiveScale View

@ Object Storage
Buckets

I | Fie Storage 17 0

& My Account

All buckets > veeam-sobr

Properties Public Permissions User Permissions
Versioning 2-Site Replication
Keep multiple versions of an object in the Automate copying of objects to second
same bucket site

Replication cannot be enabled for a

locked bucket
@ Enabled
Object Lifecycle Object Lock
Manage lifecycle of objects in the bucket Allow objects in this bucket to be locked

© Permanently enabled
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Veeam Backup and Replication Configuration

1. From the Veeam Console, Under Backup Infrastructure in Navigation Pane, right-click on Backup
Repository and choose Add Backup Repository.

2 e e
B F =

Add f-:.T Rescan

Repository Re=pository

Manage Reposilary Towls

Backup Infrastructure (L Tyne in an ol
= Backup Prosies Mame T
E Backug Repositari

Somr uwngeyd
=, Extemal Rzpnsiborl-g’ Lo L i Trc
5] Scaleout Reposit ‘S Rescan k' |
£ WAN Acceleratons " \
@ Service Providers
la |7 SursRackup
:ﬁ.ﬂu.ppliuﬁun Groups
& Virtual Labs
li (21 Managed Senes
] ﬁ Wiiware vSphere
[Pl Microsoft Windoss

A rooe

E'!' Invenkony

'ﬁ] Backoup Infrastructurs
I~

EE:F Storage Infrastructure
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2. Onthe Add Backup Repository screen, select Object Storage.

Add Backup Repository

Select the type of backup repository you want to add.

Diract attached storage
Microzoft Windows or Linuwx terver with internal or direct attached storage. This configuration enables data
movers to run directly on the server, allowing for fastest performance.

Netwark attached storage
MNetwork share on a file server or a MAS device. When backing up to a remote share, we recommend that you
select a gateway server located in the same site with the share.

=it Deduplicating storage appliance
¢ Dell EMC Data Domain, ExaGnd, HPE StoreQnce or Quantum DX, If you are unable to meet the requirements of
advanced integration via native appliance API, use the network attached storage option instead.

Object storage
] On-prem object storage system or a cloud object storage provider. Object storage can only be used as a Capacity
Tier of scale-out backup repositories, backing up directly to object storage is not currently supported.

3. Choose S3 compatible object storage tostart the Add Object Storage wizard.

@ Object Storage

Select the type of chject storage you want to use as 2 backup repository.

Adds an on-premises object storage system or a cloud object storage provider,

Té S3 Compatible

Quantum. "
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4. Enterin aname and description of the new archive repository. Click the Next button to continue.

Edit Object Storage Repesitory

Name
i Type in a name and description for this object storage repository.

Account

Description:
Created by VEEAM11\Administrator at 4/7/2021 11:23 AM.

Bucket

Summary

[ Limit concurrent tasks to:

Use this setting te limit the maximum number of tasks that can be processed concurrently in cases
when your object storage is overloaded or cannot keep up with the number of API requests issued by

multiple object storage offload tasks.
< Previous Mext = Finish

5. Enteryour HTTPS endpoint address and region (be aware that Veeam only supports TLS/HTTPS
encrypted targets). Toadd credentials, click on the Add button and enter the Access key and
Secret key for your object storage and click OK.

Mew Object Storage Repository

| Account
I Specify account to use for connecting to 53 compatible storage system.

Service point:

Name
| tpsi/10.20.220.190 \
e I ron

T |us-ea;t-1 ‘
3 Credentials:
ummat

" | ]

Manage cloud accounts

Credentials X

E| Access key: | AKDAIGBCCYATJRFWPOSE |

E?k Secret key: ‘ ! fi\|

Description:

e system. If no gateway server is
E direct network access to the storage

6. Leavethe Use gateway server box unchecked and click Next. Accept any certificate warnings and
Continue.

Quantum. y
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7. Onthe Bucketscreen, identify the Bucket and Folder created for the repository. Click the Next
button to proceed. Review the Summary screenand click Finish to create the object storage

repository.
Mew Object Storage Repository | Select Folder X X
3 I g"‘:k:; biect st Folders:
ECITY ODJer ora
P ) Pl @ veeam11
ﬁﬂ VeeamReady
MName

P ]
CBuke |

Summary
ecified limit is exceeded,

t no new tasks will be started.

g, malicious insiders and
isupport 53 Object Lock

8. If Object Lock is too be used for this backup repository, check the Make recent backups
immutable for: box and enter the desired value. Note that the ActiveScale bucket must have been
created with the Object Lock feature enabled. Click Apply to continue

Mew Object Storage Repository x
Bucket
i%? Specify object storage system bucket to use.
Name Bucket:
vesam11-ol Browse...
Account | | | =
Folder:
BN (.o |
Summary R . r
[] Limit object storage consumptionto: |10 2 | T8 -

This is a soft limit to help centrol your object storage spend. If the specified limit is exceeded,
already running backup offload tasks will be allowed to complete, but no new tasks will be started.

[] Make recent backupsimmutablefor:  [i4 2] days

Protects recent backups from modification or deletion by ransormware, malicious insiders and
hackers using native object storage capabilities. Object storage must support 53 Object Lock
feature

< Previous Apply Finish Cancel
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9. Onthe Summary screen, verify the storage repository was defined as intended. Notice it displays
whether or not this backup repositoryis immutable. Click Finish to create the repository.

New Object Storage Repository X
E Summary
ii § You can copy the configuration information below for future reference,
Name Summary:
bject storage repository was successfully created.
Account Name: ActiveScale-Repository
Description: Created by VEEAM11\Administrator at 4/7/2021 11:23 AM,
Bucket Type: S3-compatible

Gateway server: not selected

_ Service point: https://10.20.220.190
jon.uszeast-]

Bucket: veeam11

Concurrent tasks limit: unlimited

Storage consumption limit: unlimited
Recent backups will not be immutable

Bucket: veeam11-ol

Concurrent tasks limit: unlimited

Storage consumption limit: unlimited

Recent backups will be immutable for 14 days

10. Under Backup Infrastructure pane, click on Scale-out Repositories and clickthe Add Scale-out
Repository button on the top menu bar.

Add Scale-out S
Reposito f y e ory g R
Manage Scale-out Repository Mangge Sett] Tools
Add Scale-out Repository Q T
Adds a new backup scale-out repository. z
H Backup Proxies Name
& Backup Repositories

55, External Repositories
£ Scale-out Repositories
©» WAN Accelerators
/) Service Providers
4 [, SureBackup
[E_L, Application Groups
gb Virtual Labs
4 (%1 Managed Servers
> & VMware vSphere
[F= Microsoft Windows

A Home
[%E Inventory

‘fg'g Backup Infrastructure

=
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11. Type in a name and description for this new scale-out repository. Click Next to continue.

Mew Scale-out Backup Repesitory

x
o  Mame

=] Type in a name and description for this scale-out backup repository.
E:EE_E

[ActiveScale-508H]

Performance Tier

Description:
Placement Policy

Created by VEEAM11\Administrator at 4/7/2021 11:57 AM.
Capacity Tier

Summary

] [ e | [

12. On the Performance Tier screen, click on the Add button to add a backup repository to the scale-

out repository. Add in the primary repository that was created for your backups. Click OK to add
the repositoryand click Next to continue.

Mew Scale-out Backup Repository

X

e Performance Tier

= Select backup repositories to use as the landing zone and for the short-term retention.

SR Extents *

MName Select backup repositories to include in this scale-out backup
repository. Add..

PirsiEmanee e | saciwp cpostores

Placement Policy Name

Select All e

[] Default Backup Repository -
Clear All

Capacity Tier [ PerformanceTier _

Summary

rE

Quantum.
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13. Click on the Advanced buttontoview advanced settings for the performance tier. Uncheck the
Use per-VM backup files and click OK. Click Next to continue.

out Backu X
Performance Tier
Select backup repositories to use as the landing zone and for the short-term retention.
Name Extents:
MName Add...
|| Peformanceier [N = —
) Advanced Settings X Remove
Placement Policy
T [[] Use per-machine backup files (recommended)
Improves backup performance for storage devices benefiting from multiple I/0O
Summa streams, This is the recommended setting when backing up to enterprise grade
24 block sterage and deduplicating storage appliances.
requir
When a repository extent with previous backup files cannot be reached, jobs will
perform an active full backup instead of failing to create an incremental backup.
Scale-out repository must be sized appropriately to handle multiple fulls.
==
Click Advanced to specify additional scale-out backup repository options.
< Previous Next = Finish Cancel

14. For the Placement Policy screen, keep the default Data Locality policy. Click Next to proceed.

Mew Scale-out Backup Repository X
Placement Policy
Bgwrd Choose a backup files placement policy for this performance tier. When more than one extent matches the placement policy,
[:t = backup job will chose extent with the most free disk space available.
Name @) Data locality
All dependent backup files are placed on the same extent. For example, incremental backup files will
Performance Tier be stored together with the corresponding full backup file. However, the next full backup file can be

created on another extent (except extents backed by a deduplicating storage).

| Pacomentpoley

Capacity Tier Incremental backup files are placed on a different extent from the corresponding full backup file,
providing for better backup file transformation performance with raw storage devices. Note that

Summary losing an extent with a full backup makes restoring from increments impossible.

Specify the placement policy for full and incremental backup files. Customize...

Mext > Finish

Quantum. y




Quantum and Veeam Reference Architecture

15. On the Capacity Tier screen, you have the option to either copy backups to object storage as they
are created, or age backups to object storage after a defined period of time. Choose the option
that best fits your desired use case. If using Veeam’s immutability feature for protection against
ransomware, it is recommended to copy backups to object storage as theyare created. This
ensure the backups areimmediately protected.

New Scale-out Backup Repository e

- Capacity Tier
il Specify object storage te copy backups to for redundancy and DR purposes. Older backups can be moved to object storage
completely te reduce long-term retention costs while preserving the ability to restere directly from offloaded backups.

==

==
[=Twy
MName [4] Extend scale-out backup repository capacity with object storage:
ActiveScale-LargeObject ~ Add...

Performance Tier

Placement Policy Define time windows when uploading to capacity tier is allowed | Window...

_ Copy backups to ohject storage as soon as they are created
Create additional copy of your backups for added redundancy by having all backups copied to

the capacity tier as soon as they are created on the performance tier.

Summary

[] Move backups to ohject storage as they age out of the operational restore window

Reduce your long-temm retention costs by moving older backups to object storage completely
while preserving the ability to restore directly from offloaded backups.

Move backup files older than (14 -2 days (your operational restore window Override...

[] Encrypt data uploaded to object storage
P

Add.

Manage passwords

< Previous Finish Cancel

16. On the Summary screen, click Finish to create the Scale-out Repository

Quantum. y
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Validation Activities

Veeam uses a subset of the features provided by ActiveScale. The purpose of the integrationtestingis to
ensure the S3 calls Veeam uses for its Scale Out Backup Repository feature are fully supported by
ActiveScale. The following functionality was tested and confirmed successful to validate a
Veeam/ActiveScale integration.

o File level backup to ActiveScale

e File level recovery from ActiveScale

e Offload backup image to ActiveScale

e Recover from ActiveScale

e Offload to ActiveScale and resume with intermittent network failure
o Offload to ActiveScale and restart after extended network outage

e Delete from ActiveScale

e Verify functionality when using Veeam managed encryption keys

o Validate Object Immutability Features

Considerations

Veeam performs backups by taking a snapshot of a VM backup client and mounting that snapshot on the
Veeamserver. Veeamis most efficient when the serveris on the same ESX cluster as the backup clients.
When the Veeam server is external to the backup clients, the snapshot is mounted as a remote NFS share
which significantly reduces performance. Ensure the Veeam server has direct access tothe data stores
containing the VMs to be backed up.

Summary

Veeam Backup and Replication is a general-purpose application suited for a variety of use cases. There were
no anomalous API level behaviors observed on either the Veeam or ActiveScale sides during validation of
this reference architecture. Abackup infrastructure based on Veeam and Quantum ActiveScale products is a
viable and stable solution that can be deployed in virtually any environment.

References

The documents below were referenced to configure the software and systems for validation of this
reference architecture.

Document Title Download URL

ActiveScale S3 API Reference Guide Link to Document
ActiveScale OS Admin Guide Link to Document
Veeam User Guide for VMware vSphere Link toDocument
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